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Capture the Flag Challenge
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Virtual Machine

Format: VMWare Workstation Player (VMPlayer Zip file)
Operating System: Windows-10

File Information

Filename: CTF_BOX
File size: 4.6GB

Networking
IP address: Automatically assign (NAT)

Flag Information
Format: CMIUC{XXXXXX_YYYYYY}

Note: All Flags start with CMIUC
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Steps to Restore CTF-BOX

Note: 7-Zip must be installed

Step-1: Download the Capture The Flag Challenge folder from provided link

Link: Click here to download

Step-2 : Once after Download extract the Capture The Flag Challenge as show below

[51 CTl B/2024 3:33 PM  Compressed (zipp... 4,791,480 KB
Open
Open in new window
Extract All...
T-Zip > Open archive
Pin to Start Open archive >
= Share Extract files...
Open with... Extract Here
n = n
Give access to > BExtract to "CTF_BOX\
Restore previous versions Test archive
Acdd to archive...
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https://drive.google.com/file/d/1RX90jZgfRuXQL07-HjUEORLdg83HfokJ/view?usp=drive_link

Step-3 : Open the Extracted Folder

» New folder :I Capture The Flag Challenge I

~

5

ol Name Date modified Type Size
H
+ Help file 11/19/2024 5:13 PM  File folder
Q CTF_BOX 11/19/2024 3:33 PM Compressed (zipp... 4,791,480 KB
»
b 4

Step-4 : Extract the CTF_BOX as show below

Q CT pr2024 3:33 PM  Compressed (zipp.. 4,791,480 KB
Open
Open in new window
Extract All...
7-Zip Open archive
Pin to Start Open archive
[&* Share Extract files..,
Open with... Extract Here
n — n
Give access to Extract to "CTF_BOXY
Test archive

Restore previous versions

Property of Schneider Electric | Page 4
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Step-5 : We will see two folders as show below

Name Date modified Type Size
CTF_BOX 11/19/2024 3:32 PM  File folder
~7 CIF.BOX TI7 1072022 333 P Compressed Zipp. . 210200 KB

Step-6 : Open the extracted folder (CTF_BOX) and select the first file to extract it again (CTF_BOX.7z.001).

Mame N Date modified Type Size
|D CTF_BOX.7z.001 11410/2024 2-55 DAL 001 File 1,024,000 KB
| ] CTF_BOX.7z.002 —Open with 02 File 1,024,000 KB
[] CTF_BOX. 72,003 7-Zip > Open archive
[] CTF_BOX.72.004 & Share Open archive >
(] CTF_BOX.72.005 [ 5 Extract files...
Restore previous versions Extract Here I
Extract to "CTF_BOX\"
Send to > .
Test archive
Cut Add n archines
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Step-7 : Install the VMWare Workstation Player (Ver: 17.5.0)

Link : Click here to download

Step-8 : Open VMWare Workstation Player and Click on Open a Virtual Machine

)
Player « 0,

VMware Workstation 17 Player (Non-commercial use only)

Welcome to VMware Workstation
17 Player

I

Create a New Virtual Machine

Create a new virtual machine, which will then be added to the top
of your library.

Oy

Open a Virtual Machine

Open an existing virtual machine, which will then be added to the
top of your library.
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https://drive.google.com/file/d/11wnWz29oxqqtO5_8oQJJfYIPfJDtKesA/view?usp=drive_link

Step-9 : Navigate to the extracted CTF_BOX file location

This PC » Desktop * Mewfolderl|> CTF_BOX # CTF_BOX » CTF_BOX v O Search CTF_E
ilder
~
| MName Date modified Type Size
caches 11/18/2024 4:00 PM  File folder
@ CTF_BOX 11/19/2024 2:51 PM  VMware virtual m... 5 KB

Step-10 : Select CTF_BOX and Click Open

1] Open Virtual Machine X
1I « CTF_BOX » CTF_BOX v | 0 Search CTF_BOX el
Organize v New folder =~ [ @
Documents  # * Marre Date maodified Type
=] Pictures  # caches 11/18/2024 400 PM  File folde
CTF 151 CTF_BOX 11/19/2024 5:00 PM  VMware
StartVM
Steps vl %

| All supported files ~ |

| Open | Cancel

File name: | CTF_BOX

<
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Step-11 : Once the CTF_BOX file is restored, click on 'Play Virtual Machine' and select 'l Moved It'.

VMware Workstation 17 Player (Non-commercial use only) - o x CTF_BOX - VMware Workstation 17 Player (Non-commercial use only) - o ®
m—
Player v o ~ o Player = =}

CTF_BOX - VMware Workstation 17 Player
This virtual machine might have been moved or copied.
In order to configure certain management and

networking features, YMware Player needs to know if
this virtual machine was moved or copied.

If you don't know, answer T Copied It".

Virtual Machine Name:
CTF_BOX

IMoved It Cancel

State: Powered Off
05: Windows 10 x64
Version: Workstation 17.5.x virtual machine

RAM: 2GB

> Play virtual machine

E Edit virtual machine settings
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Mission briefing: Four intriguing tasks await your execution.

Welcome to the Capture the Flag (User login)
Hint for password to login the CTF_BOX:

“When the air is more polluted, let’s refrain from cracking the crackers.”

Flag-1: CMIUC{XXXXYYYYZZZ2Z....}
Hint : Find the Hint for next Flag
Flag-2: CMIUC{XXXXYYYYZZZ2Z....}
Hints: Find the Hint for next Flag
Flag-3: CMIUC{XXXXYYYY2ZZZ....}
Hints: Find the Hint for next Flag

Flag-4: CMIUC{XXXXYYYYZZZZ....}

Note: All the flags start with prefix “CMIUC”
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The participant submitted with the

highest number of flags in the shortest

amount of time.
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Submit Flags (1/2)

VIT- CTF (Submit your Captured Flags) | eneimseesossenisiesmesoncion

Please note: Submitting Flags can be done only once. Hence, submit flags if you have

Submit all the flags which you have found. decided to compista this event

hilmohanl il.com Switch account &

E@ Mot shared
Login passwords to access the system:

*Indicates required question

Your answer
Full Name *
Your answer Flag 1:
Your answer
Email: *
Your answer

Your answer

Student ID: *
Your answer Flag 2:
Your answer

Contact Number: *

Your answer

Your answer

Next Clear form

Tools and Techniques used to find Flag 1:

Tools and Technigues used to find Flag 2:

Flag 3:

Your answer

Tools and Techniques used to find Flag 3:

Your answer

Flag 4

Your answer

Tools and Techniques used to find Flag 4:

Your answer

Clear form



If you have decided to complete this event, scan the QR Code to submit all the flags which you have found.

Click here to Submit Captured Flags

(or) Scan the QR code given below
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https://forms.gle/sjw6ga5LGt2wvvoF7
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https://www.facebook.com/SchneiderElectric
https://www.linkedin.com/company/schneider-electric/
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